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The cyber threats facing today’s organizations are more sophisticated than ever before. This is evidenced by the number of breaches occurring in large, well-
established organizations with the resources to deploy the most advanced cybersecurity available. Yet, despite their deep pockets, high-profile targets like Anthem, 
Target and Sony, have been the victims of huge data breaches where millions of sensitive records and terabytes of data were stolen. That’s why choosing the right 
cybersecurity solution has never been more important. Organizations need to understand why all security technologies are not alike. In fact today, more than ever, 
and there are major factors contributing to :

   An increased level of attack sophistication demonstrated in successful exploits – cyber criminals seems to be able to breach even the 
most robust preventive security

   The massive introduction of a wide-range of mobile devices in the workplace has increased surface attack areas 

   More and more business processes are moving to the cloud, with the growth of SaaS (software as a service), PaaS (platform as a service), 
DBaaS (database as a service) and others, offering businesses the cost-savings and efficiency of cloud-based operations. 

These threat vectors are challenging, but new, innovative technologies are emerging that incorporate multiple security capabilities designed to increase your 
chances of keeping threats away from your network, and reducing data exfiltration, should advanced evasion techniques (AETs) allow a piece of malware to 
get past your gateway security. By finding a solution that offers the efficiency and flexibility of the cloud and balances pre-infection, preventive capabilities with 
post-infection containment technology, you can increase your organization’s ability to stop advanced APTs and targeted attacks and reduce data loss. Before you 
make a decision on your Web, Data and Mobile Security strategies, we advise that you consider the following important criteria:

Cloud-based Cybersecurity
Since so many of your business processes are moving to the cloud, you should consider moving your cybersecurity to the cloud too. You will want to find a 
solution that offers the efficiency and cost savings of the cloud but can also give you the flexible deployment options and comprehensive Web and data security 
your organization requires. Cloud-based cybersecurity should ensure multitenancy, infinite scalability, rapid elastic load balancing and resilience in order to 
ensure optimal performance and efficiency. Legacy, on-premises solutions require complex, costly hardware deployments, forcing you to add more hardware 
to accommodate your organization’s growth. This can increase TCO dramatically and drain IT resources. If a cloud security solution can’t easily encompass your 
mobile users and remote locations, you may be forced to proxy users and backhaul data through corporate, creating latency and a bad end-user experience. Look 
for a cloud solution that offers the advanced protection you need, with the flexibility to encompass all users in your security policies, without jeopardizing network 
performance and while keeping cost and complexity at a minimum. Here are some other considerations as you evaluate cloud-based cybersecurity solutions.

   Be sure to choose cloud security with multiple traffic redirection options to ensure flexible implementation, including 
native integrations for iOS, Android devices, WCCP, GRE and IPSEC

   Comprehensive visibility is essential to advanced threat defense through the cloud. Be sure the solution you choose 
provides stream-based visibility and control across all ports and protocols, including TOR and similar protocols that hide threats.

   Some regulations require that data be kept in-country to meet regulatory or legal compliance. A location-aware solution will 
ensure that data is routed to the nearest data center to maintain compliance.

   Find a solution that can ensure your data doesn’t overlap with other organization’s data in the cloud, because typically, data in a 
public cloud is mixed with other data. The ability to segregate your data will provide an important, additional layer of security. 

   Deployment options are essential to a cloud security solution that can meet your organization requirements.  Look for 
options that include public, private and hybrid cloud configurations so that you can choose to store your data locally if need be, or rely 
on your own power and bandwidth to lower TCO.
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Close the Gap Between Infection and Detection 
Legacy Web security solutions are focused almost exclusively, on pre-infection prevention, which is a necessity, but they put very little emphasis on post-
infection containment, a critical factor in reducing data exfiltration. Data leaves the network after an infection has occurred and before the infection is 
detected. Even solutions that detect C&C callbacks, may not detect the one in your network, or, data may be lost because the solution could not stop the 
data transfer. Finding a solution that employs technology to detect active infections, and then automatically contain the malicious data transfer resulting 
from the infection, adds the critical layer of security needed to protect data in the age of advanced malicious malware.

   The ability to detect for data exfiltration by continuously monitoring traffic and detecting anomalies will shorten the time 
an infection is on the network. 

   Find a solution with the ability detect active infection on the network and automatically stop the data transfer 
the malware is trying to accomplish. This is a critical capability for reducing exfiltration and the catastrophic damages of a data breach.

   Look for solutions that can provide adaptive capabilities, putting equal focus on pre-infection prevention 
technologies and post-infection detection and containment in order to ensure comprehensive gateway network security.

   Your solution should be able to monitor with whom your network is communicating, in order to protect sensitive 
data and mitigate high risk communications that can be a source of data loss. This includes being able to quickly identifying callback 
attempts to high-risk regions of the world, so you can be notified for remediation. 

Leading-Edge Preventive Defense Against Signatureless Threats 
While detection and containment of data exfiltration is of paramount important in mitigating today’s threats to your data, having robust preventive security 
is still a critical requirement for any organization. Preventive measures such as best-of-breed AV and heuristic technology is an important foundation, but 
these technologies alone can’t stop today’s evasive polymorphic malware. That’s why your organization needs leading-edge preventative technology that 
combines a Secure Web Gateway, with integrated behavioral sandboxing to ensure capture and analysis of unknown, signatureless threats. For optimal 
coverage, look for sandboxing that scans across all files to auto-deposit suspicious ones, and make sure your solution can analyze files and URLs on-
demand when needed. A cloud-based cybersecurity solution that provides visibility across all ports and protocols can provide the coverage needed to stop 
advanced evasive malware hidden on high streaming ports or using evasive protocols that standard solutions can’t detect.

   Be sure your solution includes integrated, next-gen gateway prevention technologies including behavioral 
sandboxing, IPS and best-of-breed AV 

   Behavioral Sandboxing that is both integrated and robust is critical. Your SWG should include a built-in sandbox that 
includes automatic cloud and on-demand options for added flexibility and lower TCO. 

   Beware of standalone sandboxing solutions as they can require costly hardware deployments

   Find a cloud solution that can detect port evasive protocols or “ bad applications” that are conduits for 
infections that use C&C communication to steal data. 

   Look out for cloud-based solutions that claim to have application control but only analyze good behaving 
applications – they will fail to detect bad apps using TOR and other hidden protocols. 
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Visibility Across all Ports and Protocols to Control Applications and Stop Evasive Threats
As with all organizations, yours is likely concerned with the huge number of applications circulating the Web since the mobile revolution. Originally, 
attention may have been focused on the negative impact non-work related apps have on employee productivity. However, an even greater concern should 
be the APTs and evasive malware that use platforms such as TOR to launch targeted attacks via evasive protocols. Web security solutions that claim to block 
unwanted applications or threats hiding on non-standard network traffic, must have visibility across all 131,070 TCP and UDP ports, in order to deliver true 
application control. Most standard Web security solutions focus only on ports 80 and 443, the standard channels for HTTP and HTTPS traffic. In addition, 
because legacy on-premises solutions are deployed in proxy mode, it is impossible for them to have the visibility necessary to deliver the protection you 
need. Even most cloud-based solutions lack visibility across non-standard ports and protocols, which you need in order to track application footprints and 
keep criminal malware from reaching your network. 

   Make sure the solution you choose offers visibility and control across the full Web stream, all 131,070 TCP and 
UDP data channels. Standard Web Security solutions lack this visibility and control.

   Your solution should be able to scan across all protocols, to ensure applications such as TOR and Torrent aren’t being 
used as conduits for evasive malware. 

   Ask the vendor to provide a list of all the port-evasive protocols they cover (Examples of highly evasive protocols 
include Tor, HotSpot, OpenDoor, OpenSSL, Ultrasurf, OpenVPN.)

   Find a solution with the ability to dynamically detect Glype-proxies, which are circumvention tools that are created 
daily to evade your security.

Implementation and Scalability
Integrating additional security tools with your current Web security solution can add cost and complexity that burden your IT department resources. Many 
standalone products such as sandboxing require substantial hardware investment and are difficult to integrate with other solutions on your network. Also, 
generating aggregated reporting across multiple standalone products can be complex and time-consuming, often requiring that you export or import data. 
The impact on network availability is another critical factor to consider. With today’s mobile-enabled workforce, you don’t want the success and growth 
of your organization to be offset by network latency. Most standard solutions, claiming to have bandwidth controls, are using stateful shaping technology, 
which continuously applies policy regardless of demand. A solution that offers a more granular approach can allow you to fine-tune bandwidth throttling to 
better protect your critical business processes and ensure risk-free scalability as you grow.

   A solution with open API architecture will give you the flexibility you need to integrate into even the most complex or 
custom network scenarios and will not only lower TCO, but can increase your ability to detect and respond to threats.

   Reporting that can integrate multiple security features into an intuitive single pane–of-glass console, reduces 
administrative burden and increases the speed and efficiency of responses when threats are detected.

   Flexible deployment that includes public cloud, private cloud and hybrid options, managed through a unified 
console, will provide seamless integration across a wide range of distributed networks and mobile devices. 

   The ability to scale quickly to handle increased traffic, without creating latency or driving up costs, will conserve IT 
resources and keep TCO low as your organization grows.

   Intelligent Bandwidth Management that allows you to prioritize business-critical traffic dynamically, will 
support optimal network performance no matter how fast your organization grows.
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Directory Services Integration 
The ability of your security solution to automatically authenticate users is an essential feature for several reasons. Not only does it allow you to apply 
policies and ensure your reporting is accurate, but the ability to bind individual users and machines to events is crucial for pinpointing infected machines, 
so remediation can occur quickly. In addition, translating and prioritizing events into actionable intelligence must include the ability to bind users to the 
who, what and where of evasive threats that get past gateway security. Automated authentication is also important to ensure the integrity of your reporting 
should individual user logs be needed for litigation. Your solution should also be able to address the increasing numbers of BYOD devices on the network, 
which raises issues of privacy. Your security solution needs to be able to distinguish between when users are on or off the network and where they are 
located. Organization-owned devices may also present authentication challenges. Enrolling a multitude of devices manually can put a huge strain on IT 
resources, and in situations where the same mobile device is used by more than one person and requires re-authentication, this burden is amplified. It’ 
also vital that your road warriors can be authenticated and security policies applied without having to proxy them back through corporate, which can create 
latency and a poor end-user experience. 

   Your solution should be able to correlate events with the associated directory user and also provide relevant 
information such as machine name, IP, location and directory workgroup. This will shorten response time, speed remediation and 
reduce data exfiltration.

   Your solution should support mixed authentication including Active Directory, eDirectory, LDAP, O Auth2, and Oracle ID 
to future-proof your organization, in light of the continued popularity and expansion of non-Windows devices in the workplace.

   The ability to authenticate mobile users whether organization-owned or BYOD, and whether they are on or off-
network is essential to network security and compliance with privacy laws.

   Authentication that is automated, fast and streamlined will ease the administrative burden on IT and lower TCO, 
particularly in situations where mobile devices change hands frequently, or when distributed in volume.

SSL Security
SSL is becoming the standard for Web traffic, yet as its use has expanded, so have the flaws and threats associated with it. It’s critical to accurately assess 
your options, because many solutions that claim to scan SSL traffic for malware and threats, use approaches that can leave security gaps, or impede 
network performance. For instance, more streaming UDP data channels employ SSL, but they are also popular conduits for malware and data ex-filtration. 
If a security solution only monitors standard ports 80 and 443, they will not see, nor be able to block, the malware hidden in streaming UDP traffic. 
Standard security solutions, even those claiming to have SSL security, typically offer you three options: 1) pass all SSL traffic, which leaves you unprotected; 
2) block all SSL, which is impractical since SSL is common for traffic you need such as DNS; 3) decrypt all, which may violate regulatory and privacy 
requirements (Finance, BYOD, R&D, etc.), plus, this approach leaves you open to man-in-the-middle (MiTM) attacks. In order to ensure your organization 
is secure against SSL threats, you need a solution that provides better options -- one that neither leaves you vulnerable to threats nor jeopardizes network 
performance.

   Make sure your solution is able to manage and secure SSL traffic even when decryption is not an option in 
order to avoid MiTM vulnerability.

   The solution you choose should be able to secure SSL across all users, including BYOD.

   Your solution should give you comprehensive visibility across all 131,070 data channels on your network, not just 
ports 80 and 443, so threats hiding in streaming SSL traffic can be detected.

   It should provide options when decryption is being leveraged to manage and push certificates automatically 
saving administration and support overhead. 

   Choose a solution that can manage SSL traffic in a large environment without adding latency.

   A solution that offers optional decryption and the ability to scan without decrypting offers optimal protection in situations 
where decryption is prohibited.
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Actionable Threat Intelligence / Reporting
Reporting is a critical part of any security solution and the reporting console should provide the information you need to verify the security of your network, 
support your AUP and regulatory compliance, give you real-time intelligence on evolving threats and ensure network availability and performance. Even 
more important, when problems occur, your reporting needs to be able to prioritize and translate events, to provide the complete context of threats, 
delivering actionable intelligence so you can remediate in real time. Unfortunately, standard security solutions can’t easily give you the critical information 
you need. Most solutions force you to slog through endless IP address logs, or to import /export files in order to locate the intelligence you’re seeking. And 
solutions that do provide alerting when threats or policy violations are detected, can’t analyze or prioritize them. This can overwhelm your IT resources with 
noise and false positives. As you grow, standard on-premises solutions can require additional or larger hardware to handle the reporting load. The capacity 
to store data can also be a problem as many regulatory laws require you to store data for years at a time. The solution you choose should provide reporting 
that’s flexible, comprehensive and able to deliver actionable intelligence in real time, helping safeguard your network and users. 

   Be sure the solution you choose can automatically correlate events to high-risk users and devices, not just IP 
addresses. 

   The ability to translate cumbersome event logs into clear, concise actionable intelligence including the who, 
what, where and when of events, saves valuable IT resources and accelerates remediation.

   A cloud-based solution that can incorporate global, cloud-sourced threat analysis from multiple malware engines 
and millions of end-points will provide the context that is critical for efficient prioritization and remediation.

   The ability to eliminate the need for tapes and off-site storage via automatic cloud backup capabilities, can save staff 
labor and storage costs.

   A solution that dynamically indexes data logs, and links mobile remote office reporting, without having to 
import or export, accelerates forensic investigations and delivers reports faster.

Ease-of-Use
Ease-of-use often does not become an issue until after a security solution has been purchased. Only then does IT encounter a protracted integration 
process, complex configuration requirements, complicated reporting parameters, feature enablement that causes latency, and other problems. These 
issues are not just frustrating, they can impact your organization’s bottom line, consuming valuable IT resources that could be applied to other critical 
tasks. A solution that offers a responsive, intuitive management portal, where information is clearly and concisely delivered, can save you hours of IT 
administration time, when managing the complex environments typical of today’s networks. Having comprehensive reporting with real-time actionable 
intelligence at your fingertips, can make good IT administrators better and the best IT administrators faster. Be sure the solution you choose offers optimal 
management efficiency.

   A cloud-based solution that and deploys easily into any network scenario without demanding days and weeks of IT time. 

   Be sure the solution you choose allows you to delegate IT tasks easily, and provides simple override and policy 
customization, so you can manage your IT resources efficiently.

   A solution with a centralized management console that encompasses all users regardless of their location or device, will 
save hours of IT time.

   Choose a solution with a clean, responsive UI that can present complex data in an organized manner, so you don’t have 
to add IT personnel or extensive training to manage your network security.
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Service and Support
Like ease-of-use, if the solution you choose has poor customer service and support, you may not find out until after it’s deployed on your network. In fact, 
many standard security vendors, after successfully establishing their businesses, put less emphasis on their technical support capabilities. Other vendors 
engage off-shore resources to fulfill their technical or customer support needs, which saves the vendor money, but creates frustration for customers. And 
many vendors force you to navigate a forest of phone trees, or endure a cumbersome ticket system, every time you encounter an issue. Still others are 
attentive during proof of concept, but show less interest when it’s time to troubleshoot their solutions. Having knowledgeable technical support that’s 
available when you need it, can spell the difference between a minor glitch and unproductive hours of downtime. 

   Find a vendor that provides concierge customer support with one-to-one guidance through integration, setup and 
deployment, not just during proof of concept.

   Make sure your vendor’s technical support personnel are easily-accessible via phone, and that they are Tier 3 
quality. They should have extensive product knowledge and network expertise, so your issues get resolved quickly.

   A strong customer retention rate is a good sign that technical support is strong. Look for a vendor that is able to retain 
customers indicating a strong commitment to customer technical support. 

Value
The value of the solution you pick is an aggregate of all the attributes you are seeking. In summary, it’s your assessment of how closely the vendor comes to 
meeting your criteria, while managing to stay within your organization’s budget. Most standard Web security solutions were created before security experts 
could even imagine the advanced threats we now face, nor did they anticipate the explosion of mobile devices accessing organization networks. Many 
of these solutions are proxy-based and require major hardware investments and often, because they lack the core scalability required to handle more 
features, you must purchase separate boxes to handle AV, sandboxing, SSL or even a box to aggregate reporting across all mobile and remote users. Also, 
vendors that claim to have integrated a third-party solution into their products, often require multiple log-ins, separate reporting and other inconveniences, 
passing the costs on to you. Vendors that offer third party add-ons may improve your security, but the cost is often prohibitive when added to a basic secure 
Web gateway acquisition. 

   A solution that offers advanced security features that are built-in can avoid the acquisition costs associated with 
adding complex standalone products to your Web security purchase.

   Make sure the solution you choose doesn’t burden you with costly hardware requirements. Your vendor should 
tell you exactly what the requirements are for a fully-loaded solution that can encompass all users – on-site, mobile or remote – 
and with all features deployed.

   Be aware of additional costs that can drive up the price such as exorbitant pricing for renewals, adding additional users 
or enabling advanced features.
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About iboss Cloud and the Secure Web Gateway Platform 
iboss Cloud delivers the iboss Secure Web Gateway Platform via direct-to-cloud architecture backed by over 80 security patents for unparalleled 
protection against advanced threats, with the scalability, resilience and efficiency you expect from a cloud solution.  iboss Cloud’s unique containerization 
technology, ensures your organization’s data is secured and encrypted and never overlaps with another organization’s records, giving you single-tenant 
security in a multitenant solution. And iboss Cloud can be customized to fit your organization’s requirements, with no backhauling of data, no hardware 
footprint, and the rapid elasticity that ensures optimal scalability and performance. iboss patented technology was built for the Cloud from the ground up 
with proprietary architecture that is infinitely and rapidly scalable and self-healing, with automatic load balancing. Today, iboss Cloud secures some of the 
largest mission critical networks protecting millions of end users efficiently. iboss Cloud provides unsurpassed resiliency and redundancy in the cloud for 
optimal performance and 99.999% SLA.

Benefits of iboss Cloud SWG Platform:

   Deploys within minutes to start protecting your organization. 

   Encompasses all mobile users and remote locations, without the need to backhauling data to corporate headquarters.

   Delivers all iboss SWG platform features, including patented, advanced threat defense direct-to-cloud to detect evasive malware 
and prevent data loss: 
• Behavioral Sandboxing and IPS 
• Network anomaly detection and data exfiltration containment  
• Advanced threat intelligence and reporting

   With no hardware to deploy, manage and maintain, iboss reduces large CAPEX expenditures and removes the complexity of 
managing multiple appliances.

   Offers the most options for redirection including GRE, IPSEC, WCCP, agents and native integration for iOS and Android, without 
the need for Samsung KNOX. The flexibility of the cloud platform simplifies this integration even in the most complex or 
distributed environments.

   Unique containerization technology ensures your organization’s data never mixes with any other data in the public cloud for an 
added level of security.

   Offers flexible deployment options to meet any organization’s requirements including Public Cloud, Private Cloud or Hybrid 
configurations. 

About iboss Cybersecurity 
iboss Cybersecurity defends today’s large, distributed organizations against targeted cyber threats which lead to data loss, with the iboss next-gen Secure 
Web Gateway Platform, leveraging innovative cloud architecture and patented advanced threat defense technologies. iboss advanced solutions deliver 
unparalleled visibility across all inbound/outbound data channels, and include security weapons that reveal blind spots, detect breaches and minimize 
the consequences of data exfiltration. With leading threat protection and unsurpassed usability, iboss is trusted by thousands of organizations and 
millions of users. Visit www.iboss.com
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