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Create

Review

Automation of user creation including 
integrated role assignment and rights and 
synchronization of user data

Be compliant with internal and external 
legal requirements

SECURE DIGITAL
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Issue

Use

Self-service solutions 
for users to activate 
their accounts, reset 

passwords, and change  
their rights – 24/7, 365 

days a year 

User-friendly and secure 
digital two-factor access, 

single sign-on and true 
digital signature for 

everyday use 



Mobile
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SmartSignatur

Internal IdP

PC
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Password reset - Self-service
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IT DEPARTMENT

Legislation
Secure digital identities are particularly important when 
it comes to the latest legislative requirements for both 
private companies and organizations. These requirements 
include the EU’s GDPR, eIDAS, NIS, PSD2 rules and the 
Danish NSIS standard.

These standards include requirements for how digital 
identities should be created, as well as how they should 
be administered and used by the users. 

There are additional technical demands such as physical 
ID requirements in connection with user creation and 
2-factor validation for logins as well as administrative 
requirements, such as appropriate technical measures 
and continuous risk assessments.

Architecture
Secure digital identity requires that your internal IT 
systems are well-connected, and that they automatically 
– preferably in real time – synchronize data about users. 

The primary user database should, in addition to the 
elementary user data, be able to handle both roles and 
their associated rights and additional extended user 
information, certificates, and login credentials. 

A user can have several roles in an organization and 
the underlying IT system should be able to handle this 
challenge. It is particularly important if the focus is to 
achieve a ”significant” or “high” level such as NSIS/eIDAS.

In addition to an advanced user database, there must also 
be an  “Identity Provider (IdP)” to handle single sign-on 
(SSO) connections to both internal and external IT systems. 
Finally, there should also be central logging combined 
with compliance tools for analysis and reporting.

Lifecycles
Many users begin their relationship with their organization 
by registering with the payroll and personnel system. This 
is a good start, but it isn’t enough to make the user ready to 
be created at an access level that is “significant” or “high”. 
The user must confirm his or her identity with two factors in 
at least two different categories. On a daily basis, the user 
must use two-factor methods for digital access. 

As employees’ job responsibilities change, they may also need 
changes in their overall roles or in specific rights. Employees 
should be able to make these changes themselves, with 
follow-up approval from a rights holder. 

When an employee leaves the company, the system must 
ensure that all digital and physical access is closed off or 
deactivated. Given national and international requirements 
for user identity, it’s crucial that the entire life cycle of a user 
is managed and administered at a very high level. 

On a daily basis
Everyday life for a digital user should be user-friendly and 
comply with IT security requirements. These two objectives 
often pull in opposite directions. 

A secure digital identity can accommodate these demands 
and allow the user easy and secure digital access with 
2-factor authentication on an everyday basis. The user 
should be able to sign documents and emails with digital 
ink, encrypt and decrypt data when required, and be able 
to get access to other IT systems with a single sign-on.

In order for everyday life to run smoothly and easily, it’s best 
if both physical and digital access are combined. It prevents 
access cards from being shared and prevents prints from 
being seen by other users. It also means that PCs are locked 
as soon as the user steps away. 

USER



In co-operation with:

To learn more visit 
liga.com/en/smartsignatur

SmartSignatur is a registered trademark

Liga Software ApS
International House
Center Boulevard 5
2300 København S

Email: post@liga.dk 
Tel.: +45 35 36 95 05

Liga’s SmartSignatur enables any organisation to achieve the 
goal of ”Secure Digital Identity”.
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Integrated and auto-
matic user creation.

Self service for users 24/7,
365 days a year.

Compliance with internal 
rules and external legal 
requirements.

User-friendly and secure digital 
two-factor access every day.
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